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Abstract. In the aftermath of the outstanding success of machine learning during the recent years, many investigations have shown that this
technique is prone to evasion attacks, also known as adversarial examples, at test time. An adversarial example is a modified copy of the
original data that aims to fool a machine learning model. However, this
modification is to be not only efficient but also as minimal as possible
to avoid detection. For this purpose, we developed a method called CIA
(Centered Initial Attack) in [23] that guarantees the perturbation to be
smaller than a given threshold. The first demonstration was made on image classification. In this paper, we show its applicability in the context
of cyber security . More precisely, on malware detection in PDF files.
Since transferability between machine learning models is an important
property of adversarial examples, we studied the impact of crafting them
using CIA. It turns out after our experiments that this method displays
higher transferability rates compared to one of the most well-known attacks called iter-FGSM. This is demonstrated on both artificial neural
networks and traditional ML techniques like SVM and random forests.
Keywords: Machine learning · Model evasion · Adversarial examples ·
PDF Malware · Transferability.
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Introduction

Since the success of machine learning (ML) in different domains, the trend is
towards its application to cyber security as a countermeasure to zero day attacks that are not detected by the traditional signature-based defense techniques [1], [2]. Obviously many security threats can be addressed, depending
on the viewpoint. When dealing with networks security, we talk about NIDS
(Network Intrusion Detection Systems). Many investigations have been carried
out with regard to the possibility of application of machine learning [3], [4], [5]
and [6]. On the other hand, when dealing with end points security, we talk
about HIDS (Host-based Intrusion Detection Systems). Some published works
in this context are [7], [8], and [9]. While the previous investigations address
large scopes, by analyzing the global behaviour of a machine, other works target specific threats like malware detection in files. PDF being one of the most
used files formats and given the dramatic increase in related attacks, many papers have been published to address the issue using machine learning [10], [11]
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and [12]. Other files formats like executable files [13], [14] and Microsoft office
documents [15], [16] have been investigated for the same reasons. Thanks to
the use of machine learning, all the previous mentioned publications often display satisfactory results with intrusion detection rates approaching one hundred
percent and low false alarm rates. Unfortunately, these solutions inherit also
the current drawbacks of this technique. Indeed, as pointed out by many investigations, machine learning is vulnerable to evasion attacks a.k.a adversarial
examples which are data manipulation to mislead ML models. Many approaches
to forge adversarial examples have been proposed for that purpose; fast gradient sign method (FGSM) [17], iter-FGSM [18], saliency map [19] deep fool
method [20], and using genetic algorithms [21]. In order to evade the models
while minimizing the perturbation added to the original data, a recent technique
known as C&W (After Carlini and Wagner) has been proposed in [22]. However,
this perturbation is not guaranteed to be smaller than a fixed threshold. A
clipping is therefore applied to respect strictly this constraint. Unfortunately,
this process may degrade the quality of the adversarial example. So, another
approach called CIA (Centered Initial Attack) has been developed in [23] to
avoid the clipping process and respect the threshold constraint by design. It was
demonstrated in [23] how this method improves the success rate of attacks in
image classification task on ImageNet dataset against five classifiers and even
against a voting ensemble classifier constituted of all of them.
In this paper, we present the use of CIA in the context of cyber security
and evaluate its impact on the transferability of adversarial examples between
ML models, a very important feature with regard to model evasion attacks. The
sequel is organized as follows: Section 2 gives some recalls about the theory
behind adversarial examples and how they are crafted using iter-FGSM and
CIA methods. The transferability principle is also explained before depicting
some experiments and results in Section 3. Finally, a conclusion is given with
some perspectives for future work.
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Adversarial examples principle

Models evasion can be applied to most machine learning algorithms [24], from
classical ones like SVM, KNN or random forests to the newest deep neural networks. While we show how to attack both kinds of models via transferability, we
focus in this paper on forging attacks using neural networks as a proxy model. A
neural network can be seen as a function F (x) = y that accepts an input x and
produces an output y. The function F depends actually on some model parameters often called weights and biases. These are the variables that are adjusted
during the learning process to fit the training data on one hand and generalize
well to unseen data on the other hand. Since they do not change in our models, we omit them in our notations. The input x can be a vector or an array of
any dimension. So, without loss of generality, we consider x ∈ <n as it can be
flattened in any case. So, the ith component of x is noted xi with i ∈ [1, n].
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When considering m-class classifiers, the output is calculated using the sof tmax
function. The sigmoid function is used for binary classification. The output
y = F (x) can be seen as a vector of m probabilities pj with j ∈ [1, m]. The
component with the biggest value gives the predicted class C(x) as:
C(x) = arg max {pj }
j∈[1,m]

We note the output corresponding to the correct class as Cc (x). An adversarial
example noted x̂ can be targeted or non targeted. It is crafted as a non targeted
attack so as to get C(x̂) 6= Cc (x) or a targeted one to get C(x̂) = t where t is the
target class. Crafting an example can then be formulated using a loss function
L(F, x) to maximize the probability of getting a class different from the correct
one. Cross entropy is used in the current study. The adversarial example x̂ can
be written as x̂ = x + δ where δ is the added perturbation. We constrain δ to be
within domain [−∆, ∆], ∆ being the maximum perturbation. For room reasons,
we recall very briefly only three methods, the ones which have a clear relation
with the current paper. For interested readers, some defense methods are also
developed in many papers as in [25], [26], [27] but unfortunately not always that
successful as pointed out in [28] and demonstrated using CIA in [23].
Some attacks theory
Fast Gradient Sign Method (FGSM): The method FGSM is introduced in [17].
Given an input x, the fast gradient sign method sets an adversarial example as:
x̂ = x −  · sign[

∂L(F, x)
]
∂x

(1)

, where  is chosen to be smaller than ∆. Intuitively, the fast gradient sign
method uses the gradient of the loss function to determine in which direction
the original data should be changed (whether it should be increased or decreased)
to minimize the loss function i.e. to maximize the probability to misclassify x̂.
Iterative Fast Gradient Sign Method (iter-FGSM): This method [26] is a simple
refinement of the fast gradient sign method. Instead of taking a single step of
size  in the direction of the gradient sign, multiple smaller steps are taken, and
the result is clipped to respect the maximum threshold ∆. Iterative gradient sign
was found to produce superior results to fast gradient sign [26].
Centered Initial Attack (CIA): With the approach above, adversarial examples
are generated through some iterations then clipped in the end to respect the
threshold constraint. With C&W attacks proposed in [22] for instance, the loss
function includes a norm term kδk to minimize perturbation δ but the clipping
is still needed. The CIA method has been developed to avoid this. We give here
only briefy the main concepts of this method. More details can be found in [23].
The main idea behind Centered Initial Attack is to find for each component
i the center x∗i of the domain in which x̂i is allowed to vary. This is not trivial
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since we have to insure at the same time the component x̂i to be within another
domain [αi , βi ] to be valid, αi and βi are respectively the minimum and maximum
values that can be taken by the ith feature variable i.e ith component of x and x̂.
For instance, all components must be in domain [0, 255] for RGB images. Such
constraint is needed almost all the time as data are normalized to [0, 1] or [-1,
1] before feeding neural networks. Now if we consider a continuous differentiable
function g such that: g : < → [−1, +1], then we can write component x̂i as:
x̂i = x∗i + ∆∗i · g(ri )

(2)

This equation can be rewritten using arrays as:
x̂ = x∗ + ∆∗

g(r)

(3)

where operator is the elementwise product and r is a new variable on which
we optimize the loss function. Finally, the loss function can be written as:
Lr = L(F, x∗ + ∆∗

g(r))

(4)

No constraint is to be considered on the variable r since it is well defined in
domain (−∞, +∞). Any initialization of r is possible but we consider it as zero
for simplicity. The initial attack x̂ is therefore different from x whereas it is
centered in its domain of definition. This explains the CIA attack name. It is
interesting to note that any gradient descent optimizer can be used to craft
attacks using CIA. Adam [29] turns out to be the fastest in our experiments
and therefore we adopted it.
Transferability of adversarial examples
This is probably the most important property of adversarial examples. It consists in the fact that an example forged to mislead a machine learning model A is
likely to fool another model B. Moreover, the more knowledge we get about the
victim, the higher is the probability of transferability [30]. We therefore define
three categories of attacks, depending on this knowledge:
White box attacks: in this case, we know the exact model used by the victim
and have all its parameters.
Black box attacks: in this case, we don't know the model but we can query it and
get the output corresponding to any input. In this case, we can build a proxy
substitute model and train it using the collected data. This improves highly the
rate of transferability [30].
No-box attacks: in this case, we cannot collect any data from the victim. Obviously, the attacks are more difficult to transfer but not impossible as we will see
in the next section.
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It is worth noting that the knowledge of the model is not the only parameter
to consider when regarding transferability. The data and features used for training the victim model for instance are important and if we get them, our chance
to succeed in attacks increases [30]. As a rule of thumb, the more knowledge
we get the more the attacks are likely to be transferred. In our experiments, we
considered no-box attacks to harden the task and increase the objectivity of our
results since this case is the most met one in practice.
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Experiments and results

In this study, we focus on the task of discriminating between benign and malicious PDF files, an important medium for spreading malware [31]. As a matter
of fact, PDF files are excellent vectors for malicious-code, due to their flexible
logical structure, which can be described by a hierarchy of interconnected objects. As a result, an attack can be easily hidden in a PDF to circumvent file-type
filtering. The PDF format further allows a wide variety of resources to be embedded in the document, including JavaScript, Flash, and even binary programs.
The type of the embedded object is specified by keywords, and its content is in
a data stream. As already mentioned in the introduction, several recent works
proposed machine-learning techniques for detecting malicious PDFs using the
files logical structure to accurately identify the malware. In the current study,
we use the feature representation of Maiorca et al. [32] in which each feature
corresponds to the number of occurrences of a given keyword. To extract these
features, we used a Python script developed in [33]. In this study, we limit the
features to the 21 most important keywords defined by the same author. One
should be aware that since this features extraction is applied the same way for
both attacker and victim models in our study, it can legitimately be considered
as an a priori knowledge about the victim. The relaxation of this hypothesis is
in our roadmap but left for future investigations.
For experiments, we used a PDF corpus with around 10,000 malicious samples
and 10,000 benign samples from the Contagio dataset [34]. To play the role
of victim model, we considered three different models; SVM (Support Vector
Machine), Random Forests and an Artificial Neural Network (ANN). As a proxy
attack model, we built an ANN. To limit the correlation between attacker A and
victim V, we split the dataset into three sub-datasets: the first to train model A,
the second to train V, and the third to perform transferability tests from A to
V. In other words we craft an adversarial example, a malicious file modified to
pass the detection, using model A then send it to V to check the transferability.
If model V classifies a malicious file as benign, then we consider that the attack
is successfully transferred.
To compare the performance of CIA and iter-FGSM, we carried out many
experiments by varying the maximum perturbation threshold delta defined in
section 2. The results are depicted on Fig. 1. It is worth noting that due to the
nature of features used in our classifiers which are positive integers (number of
occurrence of keywords), the adversarial examples are rounded to the nearest
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Fig. 1: attacks success rate as a function of the maximal perturbation threshold
(for visual purpose, we used a logarithmic scale). Blue curve: success rate of
attacks on proxy model A. Orange curve: transferability success rate from A to
V. Green curve: attacks failure rate on A due to rounding features.

integers. So, in addition to the degradation due to clipping, solved using CIA,
the attacks undergo another one due to this features rounding as can be seen
on Fig. 1. This phenomenon concerns all ML-based algorithms using this kind
of features. It should be thoroughly investigated but this is out of the scope of
this study.
Discussion of the results: As expected, when the perturbation threshold is very
small, no attack is successful, even on the proxy model A. However, beyond some
value, depending on the case, the attacks start to fool the models. Obviously,
this occurs earlier on the proxy model than the victim model. This demonstrates
clearly that if we perform white box attacks, which can be seen as the case
here with regard to the proxy model, then the attacks are more successful. Full
knowledge of the victim means high sucess rates of attacks. When looking at the
transferability curves (orange), we note that whatever the target algorithm is,
the attacks are highly transferred if the threshold is enough big. All these results
are not original and surprising. However, when we compare the performance of
CIA w.r.t iter-FGSM, we can see clearly that the success rate of attacks is higher
using CIA. This is the case on the proxy model but more striking when we look at
the transferability curves. The orange curve follows closely the blue curve, which
means that almost all attacks are transferred from the proxy to the victim. This
can be explained by the fact that CIA exploits more optimally the domain of
variation of data given the threshold that has to be respected. This is not the
case using iter-FGSM which faces a dilemma to respect this constraint: either
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it uses a high epsilon step to update the data or more iteration to cover better
the domain but with the risk of overshoots and therefore clipping the added
perturbation. This degrades the attack as already highlighted in [23]. If we try
to avoid clipping using very small epsilon, then the domain is not well exploited
since the gradient descent would be very slow.

4

Conclusion and perspectives

In this paper we demonstrated that the CIA method is more effective to forge
adversarial examples, that are likely to be transferred to different types of target
models, than other approaches like iter-FGSM. It was also proven to resist better to feature rounding, a weakness of CIA and all ML-based classifiers handling
integers. This is an important result showing that even with a very limited knowledge about the attacked machine learning model and the rounding constraint, it
can sometimes be fooled with a high probability. This naturally raises questions
about the readiness of applicability of machine learning for security tasks. The
good news is that we can take profit from CIA as an aggressive method to develop better strategies of defense. Isn’t it known that the best defense is attack?
This is one of our current investigations.
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